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CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v3.1

Consensus Assessment Questions

Consensus Assessment Answers

Notes

No Not Applicable
Reeietonsy QECES N g Do you use industry standards (i.e. OWASP Software Assurance Maturity Model, SO 27034) to build in security for your
Interface Security developed, deployed, and tested in accordance with leading industry x
Systems/Software Development Lifecycle (SDLC)?
\Application Security ds (e.g. OWASS -
CSURE iegal, statutory, o regulatory compliance obligations.
Do you use an de anaiysis tool in code prior X
ASOLS Do you use manual source-cod: de prior X
AS0L4 Do you verify thatalof your dhere to for ifecycle (5DLC) B
securitv?
GE y your appl v  issues prior production? X
[Application & PSR rior to granting customers access to data, assets, and information tractual, and regulatory customer d remediated .
Interface Security systems, identified securty, contractual, and regulatory orior to data, asets. and
Customer Ac LRI customer access shallbe addressed.
[t Are al requirements and trust levels for customers’ access defined and documented? X
[Application & IEF R Data input and e, and edit
interface Security checks) hall b implemented for appication inerfaces and databases 10 | poos your outand M
Data Integrity prevent manual or systematic processing errors, corruption of data, or
misuse.
As032
and fie. for .
prevent manual or systemati processing errors or corruption of data?
[Application & Policies and procedures shall be established and maintained in support of
integrity, and availabity
muliple system interfaces,jurisdictions, and business functions to
integrity prevent improper disclosure, alternation, or destruction,
Isyour ity Archi designed using an industry (e.8. CDSA, MULITSAFE, CSA Trusted Cloud Architectural N
Standard, FedRAMP, CAESARS)?
and address b Do you develop and maintain an agreed upon auditplan (€.g., SCOpe, objecive, frequency, resouTces,elc) for reviewing the "
focus on review eficiency and eff controls?
the of security operations. Allaudit
tbe agreed upon prior audits.
take v op X
Independent reviews and assessments shall be performed at least Do vou allow tenants o view your SOC2/1SO 27001 or similarthird-party audit or certification reports? X
annuallyto ensure that the organization addresses nonconformitis of
established poicies,standards, procedu jons. |0 YU of your cloud service X
00 you conduct application penetration tests of your cloud infrastructre regularly as prescribed by industry best practices and R
suidance?
Do vou tleast annualh X
Do vou 2 X
Are the resultsof the penetration tests available to tenants at their reouest? X
Are the results of reovest? X
d maint: ich
tandards, egulatory, legal, i I
for their The con reviewed atleast
annuallyto ensure changes that could affect the business processes are , ’
Do you have 2 program in place v s to the regulatory
reflected. ’ M X
fust prog p
Business Continuity BCR-01 FERTRIIN A consistent unified framework for business continuity D0 | oo your s or ramework for P N
al documented, and adopted to "
BCR-01.2 business continuity plans are consistent in addressing priorities for Do you have more than one provider for each service you depend on? X
' "
usiness Continuity tinuity plans Do you p recovery capabilty X
Planning * Defined purpose and scope, ligned with relevant dependencies
« Accessible to and understood by those who vl use them Do you monitar service continuity with upstream providers n the event of provider failure? X
+ Owned by 2 named person(s) who's responsie for their review, | - - -
ot ane ampron 0 you p y reports, ncluding yourely on? X
oles,and Do you provide a tenant-riggered failover option? X
« Detailed recovery procedures, manual work-around, and reference
information
« Method for plan invocation
Do you share your business continuity and redundancy plans with your tenants? X
Business Conti BCR-02.1 v
[—y intervals or upon
operational i involve imp:
Re: Are plans subject to intervals or upon significant organizationalor environmental changes to N
Business Continuity intra-suppl
Testing
usiness Continuity et cemer a eg, water, _|Doos your oy 7 Trcomes &  monitorng, mantaing and "
power, temperature and humidity controls, and  ftesting of datacenter i
internet connectivity)shall be secured, monitored, maintained, and tested
for planned intervals from
damage, and desig fail- | Has your controls,fail-over other 1o secure uilty N
Telecommunications over or other redundancies in the event of planned or unplanned and mitigate environmental conditions?
disruptions.
Business Continuity ( and user guides, Le informationi sono fornte
Managem and shallbe mads dal service provider
personnel to ensure the following: Are information system documents (e.g, administrator and user guides, grams, etc. toauthorized
« Configuring, instaling, and operating the information system tallati the information system? X
Documentation « Effectively using the system's security features
[ —— BCR-05.1 i d disasters, as
[—y wellas deliberate attacks, including fire, flood, atmospheric electrical
operational discharge, solar induced geomagnetic storm, wind, earthquake, tsunari,
Resilience explosion, nuclear accident, volcanic activiy, biologicalhazard, civi R » \ i the desin of M
[ — unrest, mudsiide,tectoni d other forms of -
ticipated, designed, and
applied.
Business Continuity FEETI 7o reduce the risks from environmental theats, hazards, and
unauthorized access, keptaway
tohigh Are any of your data centers located in places that have a high high (floods, N
tornad hurricanes, etc.)?
8CR07 EERTEE Poiicies and procedures shal be established, and supporting business informationi a arico del
Erocesses e technica measures mlemenied for sapment Do you have documented polcies, procedures and supporting business pr for equipment x erice v
BCR-07.2 inuity and availabiy of operations and informationi a carico del
Support personnel. Do you have an equipment and datacenter maintenance routine or plan? X e provider
SIS R protection measures shallbe put nto place to react to natural and man-
made threats based upon a geographically-specific business impact v t s (e.8, power filures, . service provider
assessment. network disruptions,etc.)?
FE RS There shal be a defined and documented method for determining the.
impact of any disruption to the organization (cloud provider, cloud
consumer) that must incorporate the following: ) )
« Identify critical products and services Doyouuselr pact of P erganization (e critcaly of X
prorites, RPO and RTO etc) ?
impact Analysis « Identify all dependencies, including processes, applications, business
partners, and third party service providers
« Understand threats
« Determine impact
and how these vary over time
« Establish the maximum tolerable period for disruption
« Establish prioriiesfor recovery Does your tanalysis pertaning 1o p service? x
« Establish recovery time objectives for resumption of critcal products
and services within their maximum tolerable period of disruption
. for resumation
Business Continuity BCR-10 LTI poiicies and procedures shll be established, and supporting business
i for appropy
poropriate planning,
" ; )
business functions, workforce, and/or customers based on industry | "¢ P! and mad a roles? X
acceptable standards (.c.,TIL v and COBIT 5). Additionaly, poicies and
d i roles and
regular workforce training.
Business Continuity acR-11 CERTERN poicies and i business | Do vou have oolicies? X
EE BRI processes and technical measures implemented, for defi Do you have documented policies and per legal, satutory or .
adhering to the retention period of any cri established | reaulatory compl
scri13 (A Jegal,statut T i regulatory, statutory, contractual or business .
Backup and hallb




LSRN incorporated as part of business continuity planning and tested

accordingly for effectiveness,
BCR-115

BCR-116
BCR-11.7

If using solution include v cap

If using virtual infrastructure, do you provide tenants with a capability to

Does your cloud solution independent restore and recovery capabilities?

Do vou test vour backup or redundancy. t
S22 IR B Policies and procedures shall be established, and supporting business

development and/or acquisition of new data, physical or virtual

applications, network and Lorany | Arepoll Jished q of t

corporate, operations and/or data center facilities have been pre-
authorized by ‘s business leadership or
business role or function.

databases, infrastructure, services, operations and facilties?

[change Control & External business partners shall adhere to the same policies and
Configuration hanee Wt rel testing as internal

Are policies and procedures for change management, release, and testing adequately communicated to external business partners?

developers within the organization (e.g., ITIL service management
processes).

Are policies and proced partners comph
requirements?

ccco3.1 d

process (e.g, ITIL Service Management) with established baselines,
ccc03.2

Do you have a defined quality change control and testing process in place based on system availabilty, confidentialiy, and integrity?

h certain labl

testing, and rel labi

ccco33

Quality Testing confidentiality, and integrity of systems and services.

Are there policies and procedures i place to triage and y reported b

offerings?
ccc03a Dovou lace to ensure auality are being met for
ccco3s .
Doyou I activities?
ccc036 Gestito dal software di
Are mech: lace to ensure that removed
sviluppo
[change control & {2227 E B Policies and procedures shallbe established, and supporting business
sses instalati
f ftware on
\ nstallation of N N
end-point devices (e.g, issued workstations, laptops, and Doyou monitor your systems?
and T infrastructure network and systems components.
installations
|change Control & {9925 ] poicies and procedures shallbe established for managing the risks
(configuration associated with applying changes to:
Management . I or customer phy: . §
Production Changes Doyou p P
« Infrastructure network and systems components. roles/rights/responsi
Technical measures shall be implemented to provide assurance that all
changes directly correspond to a registered change request, business-
TSie )| critical or customer (tenant), and/or authorization by, the customer Do youhave pol Tor With respect .
(tenant) as per agreement (SLA) prior to deployment. X
Do you have technical measures in place to ensure that changes in production environments are registered, authorized and in
Data security & Data and d by the
Information Lifecycle data owner based on data type, value, sensitivity, and criticalty to the [ Do you provide a cap: and ines via policy (e.8., tags can be used to limit guest
Management organization. i
012
Doyoup pabilty and tags (e.g., TXT/TPM, VN-Tag, etc.
Data Security & LERVRRIN policies and procedures shall be established, and supporting business
Information Lifecycle processes and technical measures implemented, to inventory, document,
Management and mai
porari 2 stributed (physical and
network and o B . e ;

i t i ithi vices'
and/or shared with other third parties to ascertain any regulatory, S o porary services
statutory, or supply chain agreement (SLA) compliance impact, and to | *PPcations and infrastructure network and systems
address any other business risks associated with the data. Upon request,

p (tenant) impact and rsk,
especially if customer data is used as part of the services,
Can vou ensure defined geographical residency?. X
Data Security & s blic | Do you provi i 1S0/1EC) non-propri i , AES, etc.) to tenants & for them to
information hall b ified and p protect their data f it s required to move through public networks (e.g.,
RPN octivity, , or modification in such to
prevent contract dispute and compromise of data. Do you utilize open encryption ye via
L & data her):
Data Security & LERVERIN policies and procedures shall be established for labeling, handling, and the
Information Lifecycle
e inheritance shall be impl Are polici for handiing in order to ensure the security of data and objects that
Handing / Labelin containers for data contain data?
051042
Do you follow a structured data-labeling standard (e.g., SO 15489, Oasis XML Catalog Specification, CSA data type guidance)?
051043 Are i for obiects for data?
Data Security & EERIERIN production data shall not be replicated or used in non-production
Information Lifecycle environments. Any use of customer data in non-production environments
Management i ., documented
Nonproduction Data affected, and must comply with allegal and regulatory requirements for | Do you have procedures in place to ensure production data shall not be replicated or used in non-production environments?
scrubbing of sensitive data elements.
Data security & LERVERIN Al data shall be designated with stewardship, with assigned
Information Lifecycle defined, documented, are the " oed, assigned, ted. and
Management
Data Security & Policies and procedures shall be established with supporting business
Information Lifecycle i for P 0o you deletion (e.g. ic wiping) of archived and p
Management and data fi torage media, is not
[secure Disposal recoverable by any computer forensic means
Can you provide a published procedure for i resour
of tenant data once a customer has exited your environment or has vacated
Datacenter security ‘Assets must be classified in terms of business criticalty, service-level 0 you classity your assets n terms of ) . and operatonal
Asset Management d Acomplet
inventory of by I assets located at all d
their usage over time shall and updated } }
regulrl,and asigned ownershi by defined olsandresponies, | 20U Mtsin complets ety of al ofyour il asses located a all sieor geagraphicl ecatonsand thi ssigned
ownership?
Datacenter Security D DCs-02.1 ity p (e.8. fences, walls, barriers, guards, gates,
ntrolled Access electronic surveillance, physical authentication mechanisms, reception N
P Lo | re physical secur . fences, wall, b ds, gat y
points desks, and security patrols) shall be implemented to safeguard sensitive . Ny
mechanisms, 3 y patrols) implemented for al ar tems?
data and information systems.
Datacenter secur GIEXERRIN Automated equipment dentification shall be used as a method of Do vou have a capability to e hic location as an
i icati i beusedto |[Isautomated thod to vali ntegrity based on
grity based on known equipment _location?
Datacenter Security Authorization must be obtained prior to relocation or transfer of
offsite Authorization hardware, software, or data to an offsite premises. Is authorization obtained prior 1o relocation or ransfer of hardware, software, or data to an offsite premises?
Datacenter security cs-05 Policies and procedures shall for
Offsite Equipment asset This
shallinclude a wiping solution or destruction process that renders
recovery of information impossible. The erasure shall consist of afull | can you provide tenants with your asset management policies and procedures?
write of the drive to ensure that the erased drive s released to inventory
for reuse and deployment or securely stored unti it can be destroyed.
Datacenter ecurity DCs.06 BIEXUERN Policies and procedures shall be established, and supporting business
Policy femented, f i d g
i facilties, and '8 sensitive | Can you provide evidence that policies, standards, and dures h: \g asafe and g
information. environmentin offices, rooms, facilties, and secure areas?
Can you v d involved third have b policies,
standards.
DCs.07 0Cs-07.1 d egress hall d monitored by
authorized Are physical access control mechanisms (e.g. CCTV cameras, ID cards, checkpoints) in place to secure, constrain and monitor
Authorization personnel are allowed access. egress and ingress points?
Datacenter ecurity Des.08 DCs-08.1 d ts such points where
Unauthorized monitored,
Persons Entry controlled and, if possible, isolated from data storage and processing Are ingress and ts, such P personnel may enter the premises,
facilties )  loss. | monitored, controlled and isolated from data storage and process?
Datacenter Secur DCs.09 GIEXEREIN physical access to information assets and functions by users and support
er Access personnel shallbe restricted. 0o you i information functions by users and
Encryption & Key evor: R have identifiabl (binding keys to i d there
Manay X
gement shall be key management policies Poyou ” icies bindin ©
\Entitiement
Encryption & Key 002 = Policies and procedures shall Do you have a capability to allow creation of unique encryption keys per tenant?
[ (L2 1| cryptographic keys in the service's cryptosystem (e.g,, lfecycle Do vou have 3 caabilitv to manage encryotion kevs on behalf of tenants? X
[Key Generation 0101 | management from key generation to revocation and replacement, public [0 you maintain X
EM-024 v " [Doveu for each stage of the lfecvcle of X
I d
SR place for secure .
storage keys used for encrypted data or Do you utilize any v v X
Encryption & Key 10T Policies and procedures shall be established, and supporting business
Management processes and technical measures implemented, for the use of encryption
Encryption protocols for protection of sensitive data i storage (e.g, file servers, | 2°Yo! o d x
databases, and end-user workstations) and data in transmission (.,
0 |systeminterfaces, over public networks, and electronic Per (Do you v ben oand
applicable legal, statutory, and regulatory compliance obligations. hvoervisor instances? X
EKM-03.3 § § .
Do you have documentation establishing and defining your encryption management policies, procedures, and guidelines? X




Encryption & Key TR Platform and data appropriate encryption (e.g., AES-256) in Dovou formats and X
Management EKM-04.2 formats and standard required. Keys | Are vour encrypti by ora trusted X
Istorage and Access 0L | shall not be stored in the cloud (L. at the cloud provider in question), but [ Do vou in the cloud? X
EKM-04.4 d consumer or trusted key management provider. | Do you e duties? X
Governance and Risk GRM-0L1 lished pedor | Doyou baselines v ¥ hypervisors, operating
acquired, d or managed, phy; 3 svstems. routers. DNS servers, etc.)?
GRM-01.2 nd h
. — comply with ataton, and reg " Doyou hbave ‘(he cvabity monitor and report ur your information M
obligations. mustbe | Security baselines?
Governance and Risk ~ GRM-02 crmo21 [ ~ ted i Does your K assessmen ‘awareness of data residency, legal and stalutory requirements for N
ted at planned - nd data
GRM-02 oA fwh
applications, databases, servers, and network infrastructure Doyou v x
crv031 B for f, and complying | are your technical, b " i f
with, security policies, procedures, and standards that are relevant to Jici d d for both themselv heir they pertain " areaof X
their area of responsibilty. responsibilty?
GRM-0: GRM-0 An Information gram (l ped, i § § .
Do you p Information z ) X
d, and implemented that
technicland physicalsfeguards o proect sets nd data rom \055;‘ Do you review your ity Management year?
i The
GRM-05 Executive and line management shall take formal action to support
information security through clearly-documented direction and Do executive and line management take formal action to support information security through clearly-documented
hal the action has been assigned. direction and commitment, and ensure the action has been assigned?
Governance and Risk G policies and and | Areyouri i ity policies and procedures made avail i thorized
Management made readily available for review by all impacted external by iness role/functi \d supported by the information security management program as per industry best
Policy policies must practices (e.g. IS0 27001, 50C 2)?
by (or other Are information by 's business leadersh
role. v fan and an v dan defined
information security management program inclusive of defined Information security roles and leadershi
information security roles and responsibities for business leadership. [ Do vou h ur to vours and privacy policies? X
Can you provide evidence of due diligence mapping of your controls, architecture, and processes to regulations and/or standards? X
GRM-06.5 Do you disclose which controls, standards, certifications, and/or regulations vou comply with? X
Governanceand Risk  GRM-07 RN 1 formal discipii ion poli ploy
[ —, i y policies and procedures. Employees shallbe | isci sanction policy establ ploy i ity policies and procedures? X
Policy Enforcement made aware of what action might be taken in the event of a violation, and
iplinary in th d procedures.
Are employees made aware of what actions could be taken in the event of a violation via their policies and procedures?
Governance and Risk  GRV-0: y Risk shal policies,
procedures, standards, and controls to ensure that they remain relevant ~[Do y policies, procedures, standards, and controls to ensure they remain relevant
and effective. and effective?
Governanceand Risk  GRV-09 The organization’s business leadership (or other accountable business role | Do vou notify vour information securitv and/or orivacy policies?
Management or function) shallreview the information security policy at planned
Policy Reviews intervals or as a result of changes to the organization to ensure its
continuing alignment with the security strategy, effectiveness, accuracy, - |Do you perform, at minimum, annual reviews to your privacy and security policies?
relevance, and legal, statutory, or v compl
obligations.
Governanceand Risk  GRM-10 EIVETER i formalrisk
Management be performed at least annually or at planned intervals, (and in conjunction
- P > vorate! s Hkethood and ts al d performed orat planned intervals,
S e ; : . the likelinood and impact of ll dentified isks, using qualiative and quantitative methods?
pact of al identified risks using qualitative and quantitative methods. € P uinea a
The likelihood and impact associated with inherent and residual risk shall
GRM-10.2 i (e.g. audit
results, threat and vulnerability analysis, and regulatory compliance).
Is the likelihood and i ith i residual idering
Governanceand Risk  GRV-11 Risks shall be miigated (0 an acceptable level. Acceptance levels based
S— on isk criteria shall be established and documented in accordance with | po you have a d q de programin x
Program reasonable resolution time frames and stakeholder approval.
Doyou i Your organi ide risk t ? X
Human Resources SLEUE R Upon termination of workforce personnel and/or expiration of external
|Asset Returns onshiy hall be returned | Upon termination of contract or business relationship, business part i of their
within an established perlod. obligations for returning organizationally-owned assets?
HRS-01.2 D0 vou have asset return proced ssets should be returned within an
Human Resources JES P pursuant to local laws, regulations, ethics, and contractual constraints, all
Background tractors, and third o
S ke i tobe Pursuant to local laws, regulations, ethics, and 3 tractors, and involved
accessed, the business requirements, and acceptable risk. third parties subject to background verification?
Human Resources HRS-03.1 hall incorporate termsfor | Do your dlor terms i nd
Employment information P ‘security policies?
|Agreements and must be signed by newly hired or on-boarded workforce personnel
HRs-032 il prior to granting Do you require that employment agreements are signed by newly hired or on-boarded workforce personnel prior to granting
workforce personnel user access to corporate facilties, d__|workforce personnel user access to coroorate faciles. resources. and assets?
Human Resources LSRR ol termination or o }
N d d guidelines in place in nati
Employment
Termination LS R communicated.
Do th for timely of access and return of assets?
Human Resources SL5 5 Policies and procedures shall be established, and supporting business
Portable / Mobile processes and technical measures implemented, to manage business risks
faizs associated with Are pol and measures impl strctly limi your sensi tenant data
and may require the of higher. fro e devices (e.g, laptops, cel oh # ! , which v higher.r
trol i
and g, mandated a0 non-portable devices (e.g, desktop computers at the pro
security training, stronger identity, entitlement and access controls, and
device monitoring).
Human Resources HRS-06.1 f ts reflecti
Non-Disclosure h ization for the pr rational detail
" : ‘he;;ga: a:\:n ; :eeds ar: :p cd(eman ofdda:a ‘and o:e :0"‘3 detalls | discl g reflecting 's needs for the protection of data and
reements dentif nd r n v
7 shallbe identified, documented, and reviewed at planned intervals. operational details identified, documented, and reviewed at planned intervals?
Human Resources LIS ol iies of contractors, empl d third-party users
Rotes / for it
/ shallbe documented as they relte to information assets and security. (o ! " those of the tenant?
Responsibiltes
Human Resources S Policies and procedures shall be established, and supporting business
|Acceptable Use sses i v defining allowances | Do you have pol in I "
d condi i X
for permitting usage or managed user end-point devices and IT infrastructure network and systems components?
managed user end-point devices (e.g. issued workstations, laptops, and
wsos2 I network and
ionaly, 0
" i Doyou f it X
personal mobile devices and associated applications with access to
Human Resources CLERR A securit i ished for all Do you provide a formal, role-based, security awareness training program for cloud-related access and data management issues
Training / Awareness contractors, third-party users, and (e, multi , nationaliy, cl | segregation of dl ! d conficts of ) for al persons,
indi i ith data?
SIS0 E ] data shall receive appropriate awareness training and regular updates in - Ny o § -
| ool o thelr Do you specifically train eir v
L L professional function relative to the organization Do you training they have completed?
HRS-09.4 I ful and timed the for to
sensitive systems?
HRS-09.5 Are personnel trained and provided avear?
HRS-09.6
on with re; y and data ntegrity?
Human Resources LTS Al personnel shall be made aware of their roles and responsibilites for: | Are personnel informed of their for maintaining d compl blished policies,
User Responsibiity : i policies and regul
ULESEEE procedures and applicable legal, statutory, or regulatory compliance.
bligati intaini
e S Are personnelinformed of their for maintaining
« Maintaining a safe and secure working environment
HRS-10.3 Are personnel informed of their dand
Human Resources L= 5 policies and procedures shal be established to require that nattended d after tof time?
Workspace HRS-11.2 ible (c.g.,
u had been disabled after an Are there pol kspaces do not have openly visible (e.g., on a desktop) sensitive
established period of inactivity. documents?
identity & Access 1AM-01 IAVEGERIN Access to, and use of, audit tools that interact with the organization's | Do you restrict, log, and monitor access to your information security management systems (e.g., hypervisors, firewalls, ulnerability
Management formation systems shall d restricted to
Audit Tools Access UESER orevent compromise and misuse of g data.
Do you monitor and log privileged access (e.g, administrator level) to information security management systems?
identity & A [PVRSER d d i
entity & Access ser supporting [ et et s no longer e
Management d I 4, for ensuring
User Access Policy IVEGEI appropriate identity, entitiement, and access allinternal Do you have poli dures and in place
corporate and customer (tenant) users with access to data and adherence to legal. statutory o res i i
1AM-023 d or managed (phy; i Doyou place for user on the rule of least
d These [orivilece?
1AM-02.4 dures, pr nd .
measures Doyou place for X
following:
avozs [
Procedures, supporting roles, and Doyou based on the rules of N noay
d least
LAVEZEI privilege based on job function (e.g., internal employee and contingent | Do your policies and L i for L f assurance for critical
staff personnel changes, customer-controlled access, suppliers' business rted by multifactor
1AM-0 relationships, or other third-party business relationships) Do you provide metrics to track the sp: you are able to thatis no longer required for business M
. i i |ourooses?
identity & Access UAVRR I User access to diagnostic and configuration ports shall b restricted to

Management
Diagnostic /

authorized individuals and applications.

Is user access to diagnostic and configuration ports restricted to authorized individuals and applications?




Identity & Access IETE RN policies and procedures shall b established to store and manage dentity
inf T

Ve
of access. Policies shall tocontrol

Doyou dentity of allp % of access?
access to network resources based on user identity.
IANEOR Doyou identity of llp of access?
identity & Access VRCER User ici d supporting
Management i for restricting
Segregation of Duties user accessasper defined segregation of duties to address businessisks | Jou maintain your cloud y X
associated with a user-role conflict of interest.
identity & Access A Accessto i developed applications, program, o trols in pl your application, program, or object source code, and assure It s restricted
Management i , or any other form of )and |t authorized
Code Access use of prop iately restricted following the sin pl i program, or de, and assure itis
Restricti rule of based on ob function as per established user access |restricted to authorized
identity & Access 1AM-07 The identification, assessment, and prioritization of risks posed by Does vour third-party unauthorized access risk X
Management P izati
Third Party Access informati followed
application of resources to minimize, monitor, and measure likelihood and
impact of unauthorized or inappropriate access. Compensating controls P . detective controls in place of unauthorized or x
derived from the risk analysis shall be implemented prior to provisioning
access.
identity & Access 1AM-08 Policies and procedures are established for permissible storage and access
e — ofidentt iy {o ensure dentiies ae on! Doyou , d enf credentials following the rules of
and replication X X
t0 users explicily defined as business necessary. feastpriviege?
Based on the rules of least privilege, do you have policies and proced: ished for d fidentities N
1AM-08.3 Dovou to 25 business necessary?
identity & Access 1AM-09 UEERI provisioning user access (¢.8., employees, contractors, customers
Management (tenants), business partners and/or supplier relationships) to data and
[Berzes i managed (phy: i cati ¥ and i (e.g. employees, contractors, customers
\Authorization i nd . (tenants), busi t pliers) pri owned ical and virtual)
ccess d icati
appropriately restricted as per established policies and procedures. Upon
request, provi i (tenant) of thi
especially i is used as part of
o Do you p P quest of (€.g., employees, coniractors, customers (tenans),
P v business partners and/or suppliers) to data and any owned or managed (physical and virtual) applications, infrastructure systems x
control. omoonents?
Identity & Access 1AM-10 1AM-10.1 d revalidated Do you req i ion (e.g d
Management t planned intervals, by iz busi i Husive of intained by . ). based on the rule i ip or other
User A i function supported by le o function?
1AM-102 i o the rule of least | Do vou collect that the policv 1AM-10.1) has X
UETER orivilege based on job function. For identified access violations, Do you ensure actions for follow user access policies?
remediation must follow established user access policies and procedures. — -
1AM-10.4 Willyou share user entilement and your tenants, y 10 tenant
data? X
identity & Access A EEE RN Timely don) of user
Management and organizationally-owned or managed (physical and virtual)
applications, infrastructure systems, and network components, shall be  |1s timely tion, o user izations systems, i d data
implemented as per established policies and procedures and based on gl employees, contractors, customers, business partners, or involved third parties?
user's change in status (e.g.,termination of employment or other business
lationship, job change, or transfer). provider shallinform
DVEEER customer (tenant) of 3 if customer 51 any totus intended to s . ployment, o . change of employ
used as part customer b "
control,
identity & Access JEPE R internal corporate or customer (tenant) user ials shall be. | Do vou subort use of. or integration with based Single Sizn On i service?
Management 1AM-122 the following, dentity, entitiement, [ Do vou to dele tenant W SOAP
av123 B and policies and | Do you support identity federation standards (e.g., SAML, SPML, Ws-Federation, etc.) as a means of authenticating/authorizing X
procedures: users?
LAVECER] - deniity rust verifcaton and service-to-service aplication (AP and [0 oo feg. xACML) i ints on user access? X
information processing interoperabiliy (e.g., SO and Federation)
DUEPERN « account through ~[Do you have an identi of datafora i role-based and N
revocation context-based entitlement to data?
1AM-126 : Ac::)unl credential and/or dentity store minimization or re-use when [ o § feation options (e.g dgial certs tokens, blometrics, et for user access? X
feasible
VPR« pdherence to gulatory compl Dovou ird-part LoAP
1AM-12.8 thorization, and ( Doyou (e.g., minimum length, age, history, complexity) and account lockout (e.g, lockout threshold, lockout
I ble, non-shared ion secrets) ion! ooli
1AM-12. Do vou d ir accounts?
1AM-12.10 Dovou toforce logon?.
1AM-12.11 Doyou I i been locked out (e.g, self-service via email, defined challenge
tion:
identity & Access 1AM-13 UXVEERRI tiity programs capable of potentially overriding system, object, network,
Management virtual machine, and application controls shall be restricted. programs used ag atiions (e.g. shutdown, clone, ete) restricted and M
b monitored?
| | Higher levels of assurance are required for protection, retention, and
ifecycle management of audit logs, adhering to applicable legal, statutory,
or regulatory compliance obligations and providing unique user access
- S op | Arefile integrity (host) and network ion (1DS) tools imp! help faciitate timely
(ntrusion petection sty it oot cause analysis, and response to incidents?
the event of a security breach.
5012 s user audit logs restricted to authorized personnel?
V5013 can that d toyour h M
1V5-01.4 X
V5015 d on a regular basis for 2. with ) X
Infrastructure & 172 The provider shall ensure the integrity of all virtual machine images atall [0 oo . - . dormant,offor runningl? X
|Virtualization times. and
(07 an alert raised regardiess of their running state (e.g., dormant, off, or t0 detect changes to the M
change Detection running). The results of a change or move of an image and the subsequent f the virtual machine?
(0 validation of the image's integrity must be immediately available to ‘Are changes made to virtual machines, or moving of an image and th s integrity R
i (e.2.. portals or alerts). ble to custor rtals or alerts)?
V5031 fiable and v ag be used to
synchronize the system clocks of allrelevant information processing
systems to facilitate tracing and reconstitution of activity timelines. Do you i i (e.g.,NTP)
V5041 y, qualty, and and hall b Doyoup levels of system (e.g., network, storage, memory, /0, etc.) oversubscription you M
planned, prepared, and measured to deliver maintain and under what
| performance in accordance with legal, statutory, and regulatory Dovou ioti i isor? X
Capacity / Resource 1V5-04.3 Does your Vs capacity requi i jected, ici i 4 N
\Planning be made to mitigate the risk of system overload. ide servi
1V5-04.4 tuned n order tractual, and b for M
al the svstems used to brovide services to the tenants?
Infrastructure & 1V5-05.1 h
hinol dleg., Is or ization technologies being used (e.g., virtualization M
virtualization aware). aware)?
1V5-06.1 K d virtual and For your laaS offering, do you how using X
configured to restrict and trusted solution?
1V5-06.2 ect hall be reviewed and [Do vou requla i X
INetwork security 1 supported by a documented justification for use for al allowed services,
protocols, ports, and compensating controls. Do you regulary review for o
within the network? x
1V5-06.4 A iness iustification? X
5071 i be hardened to provide only v ports,
protocols, and services to meet business needs and have in place e X §
woporting a5t antvins, fle ntegrity e the v ports, protocols, technical
o5 Hordening and 2 ogging as part of their baseline operating buld standard or template, | CO™7els (€8, antivirus,fil ntegrity and logging) as part of their build standard or template?
|Base controls
Infrastructure & 081 prod
of the environments may include: stateful inspection firewalls, For your 5aas or Paas offering, do you with
of duties for
T | personnel accessing these environments as partof their job duties.
- For your 3as offering, do you ith guidance on how X
15083 Do voulog gate production and non-producti

V5-0.1 I d phy:

‘Are system and network environments protected by a firewall or virtual firewall to ensure compliance with legal, regulatory and
contractual requ

|Virtualization licati v hall b
security 1| designed, developed, deployed, and configured such that provider and
[segmentation customer (tenant) user from other
1vs-09.3 tenant users, based on the following considerations:
« Established policies and procedures
T |+ Isolation of business critical assets and/or sensitive user data and

Have you i for and tenants' i
system and network components, in adherence to established policies, legal, statutory, and regulatory compliance obligations?

d high levels of

Do you have the abilty to logically segment or encrypt customer data such that data may be produced for a single tenant only,
i ina another ta

s assurance N
legal, statutory, and regulatory
- usedwhen e ecured icati used when , applications, or data
lications, o servers and,
5102 hall use a from i Doyou level networks when licat
networks for servers?
I access to all hypervisor i
for systems hosting virtualized systems shall be restricted to personnel
based upon the principle of least privilege and supported through Doyou toall hypervisor
(e, two-f ication, audit trais, 1P address | syste i

fiitering, firewalls, and TLS encapsulated communications to the
administrative consoles).

\Hypervisor Hardening

based on the pri through ., two-factor dit

trails, 1P address filtering, firewalls and




Infrastructure & Policies and

\Virtualization to

[security network environments, including the following:

Wireless Security « Perimeter firewalls implemented and configured to restrict
unauthorized traffic

i and implemented to protect the wireless network environment

Y
transmission, replacing vendor default settings (.
passwords, and SNMP community strings)

 encryption keys,

personnel

perimeter and

bl unauthorized (rog ings are enabled with strong
¥ encryption for s, SNMIP
community strings)?
ws-12 lici detecth
oresence orkc?
g (et identify high-risk 0o your identify high-risk d data flows that may have legal compliance
irtualization i d jance i ety
Security lemented and shall i
etwork Architecture (e Pt traffic ing, and black-
holing) for detection and timely response to network-based attacks
ted i i (€8 MAC [ pgy0u depth techniques (
distributed e | holing) for detection y respe based i ” p
(DDos) attacks. (e, MAC
Interoperability & The p d published
Portability "
Apis applications. Doyou all APl available
Interoperability & P02 1PY021
Portability and provided to them upon request in an industry-standard format (e..,
Daa “doc, xls, pf,logs, and fat files). requestinani format (e.8, doc, i, or pdf?
o xlscsv
Interoperability & PY-03 1PY031 | policies, proced: -agreed upon provisions and
Portability 9 ; for Do you provide polici ice level ing the use of API for between your
Poliy & Legal toserui  nformation p service and third-party applications?
1PY-032
usage, and integriy persistence.
Ifusing virtual doyou inei por new cloud provider?
1PY-033
D0 you provide polici ice level i igrat ication data to
service?
Interoperability & 1PY-04 IPY041 | The provider . . data export, over secure (e.g, non-clear text and authenticated), industry
Portability network rt andto network brotacols?
Standardized 1PY-04.2 age the service, and shall mak Do you provi i i i i protocol
d standards that are involved?
23 IPY051 | The provider i i Do you use an platform and (e, 0VF)
Portability jard virtualzat (e:8. OV to help
Virtualzation 052 |and docum hypervisorin | f using i to the customer in a way that would allow the customer to
ificvi hooks, available for customer in their
IPY053 | review. Do you de to any hypervisor n U i ilable for
customer review?

ific t ices, shall b
included in the provider i ini Doyou i i v
approved has been
g aged | Do you document and ilable I d application stores for
and/or company systems?
any policy prohibiting
of licati d applicati

through a pre-identified application store.

Do you icy (e, XACML) only icatic those f d
application stores can be loaded onto a mobile device?

tion stores, and

plugins that may be used for BYOD usage. Does your BYOD p lications and applicati pproved for use on
The pi y

it and Do you policy in your empl i i the accepted

- The p usage and requirements for mobile devices?
policy and y
i cloud used by P BY0D
shall be pre-approved for usag pany Do you lst of based servi tobe used for company
data. i i i
pany
testfor a
sues, Do you process for
i the device and eligiilty
allow for BYOD usage.
Do you lowed for BYOD usage?

‘An inventory of ile devices used to store and ta
@ lost or status, 5 Y e
and to whom the device is assigned or approved for usage (BYOD)), will be | 2 V! hich status e, operating

included for each devi

in the inventory.

system and patch levels, lost or decommissioned, device assignee)?

A centralized, mobile device management solution shall be deployed to all

itted to store, transmit, ta. | Doyou i ile devi i ile devi permitted to store, transmit,
or process company data?
| The mobile device policy shall require the use of encryption either for the
for data identified t - e device or for data identified as sensitive

Does your mobile device policy require the use of encryption for et

shall be enforced through technology controls. g o
policy shallp of buittin
P
g)andis
. , v o of buit: y on
rooting)?
management).
Do you i the device or ized devi hich prohibit the.
privacy, igation, e-discovery, The ) _ .
volcy lossof non. | Does vour BYOD policy clearly for ltgation, e-di dlegal holds?
company data inthe case that a wipe of the device is equired.
Does the BYOD policy cearly the loss of i
devi torequire an
d the hrough o techn .
o for
technical controls. o veu
Changes to mobile devi i atch levels, and
applications shll be managed through the company’s change Do you man satch lvels, and applications via your company’s change
management processes. management processes?
Password policies, appli e devices, shall and [Do vou iciesfor enterprise ssued ile devices?
enforced or devices
approved for BYOD yourp through e MOMJ?
password /Pl
00 your password i (ie.p length) vi
The mobile device policy shall require the BYOD user to perform backups
of data, prohibit the usage of unapproved application stores, and require.
o Do you have a policy i specified
Do vou have 3 polic i i unaporoved
Do vou have 3 polic i use
for use through
or i devi for remote wipe by the | poes your IT provi p ipe for

T or shall h i
the company's corporate IT.

Does your IT provide remote wipe wipe for all company-assigned mobile devices?

g 2nd accessing| Do lated upon
P o carrier?
lidati v
related v
or carrier horized IT P ¥ T personnel?
updates remotely.
o for use or.
access on a BYOD-enabled device.
Does your BYOD policy or access on the

Does vour llowed bled device?




[Security Incident SEF-OL1 authorities,
d other legal jurisdictional hall be
gularly updated (e.g., change in impacted-scopr
Do you maintain liaisons and points of contact with e in d X
d to be prep forensic
quiring rapid engag
[security Incident Policies and procedures shall be established, and supporting business
m: tE- to triag y-related y
lanagemen © Do you have a documented security incident response plan? X
Discovery, & Cloud d v o per
Forensics established IT service management policies and procedures
Incident SEF022 Dovou
[ —— SEF023 00 you publish a rok your b
incident?
SEF02.4 Have vou tested s in the last vear?
Security Incident S [ Workforce hall be and external b lationshi of their and, if required, consent X
Management, E- iformed of thei responsibity and, f required, andior to revort all in a imelv manner?
Discovery, & Cloud SEF03.2 o atimely
cident Feporting manner. Information security events shallbe reported through Doyou for workforce riners to ina .
predefined communications channels in a timely manner adheringto | timely manner adhering to applicable legal, tatutory, or regulatory compliance obligations?
applicable legal, statutory, or regulatory compliance obligations.
[security incident SR rover forensic procedures,including chain o custods, ar required for [ Does your nc plan comply with for legally N
f evidence to and controls?
SEF-04.2 juri afterani Upon
ur inci d 2
notification, ther external business partners impacted v kegaly o X
2L by a security breach shall be given ity to participate asis [ Are you capable of supporting ltigation holds (freeze ) for a sp 8 X
Legal Preparation legally permissible in the forensic investigation. other tenant data?
SEF-04.4 Do vou enforce and atest to when producing data in response to legal subpoenas? X
[security Incident =L [ Mechanisms shallbe put in place to monitor and quantify the types, Do vou monitor and quantify the types, volumes. and impacts on al information security incidents?
S 51| volumes, and costs of information security incidents.
for security inci your tenants upon request? X
LR providersshal nspect, account for, and work with their cloud supply | Do you qualty fated risks, y pp N
in partners and them?
sTA012 andii
L s, role-based y
o . Do you design eparation of duties, ole-based
P pply chain. x
access, and d access for al vour suppl
Supply Chain SRR The o
Management,
ransparancy; and methods (e, portal) Doy ke seuty avaiable through electronic methods M
|Accountability (e.g. portals)
ncident Reporting
Supply Chain sTA03.1 customer (tenant) dvirtual)  [Dovou ity and use x
Management, STA032 lication interface (API) &
[Transparenc and network and
|Accountability p v
developed, and deployed in accordance with mutually agreed-upon
i i 00 you provi i planning and use reports? X
service management policies and procedures.
Supply Chain The p
Management, i its rocedu Do you internal d your policies,procedures, and supporting .
Transparency, and and metrics. measures and metrics?
|Accountability
Supply Chain L8 S Supply chain agreements (e.8, SLAS) between providers and customers | Do you select and monitor outsourced provid Taws in v i d, stored, and N
tleast the dupon | transmitted?
W STA05 provisions andor terms Do you select and monitor outsourced providers o ensure that they are in compiiance wih applicable legisiation? N
|Accountability
B ‘;"':, A « Scope of b ffered (e.g., customer
a o 2
Immre acquisition, exch: d usage, feature sets and arty 28T eements -
Vand andsystems Do third-party for the securty and protecton of d asset X
aport ol " Do vou have the capability to recover data for inthe case of a fllure or dta oss? X
provider outsourced | R0.vou have the capal X
ocation of ices, | Can vou provide nhvs allocati storage of a tenant’ X
andany Can vou provide the phvsical i storage of s X
. provider (tenant) | Dovouallow ten L 2
primary points of contact for the i face to privacy notify privacy event m their X
and references to detailed , processes  (data?
sTaos.11 PSSR Do vou allow tenants to 0ot out of having their d via inspection X
Qi rance and legal, statutory and regulatory Do you pr list and copies of d X
[Supply Chain STA06.1 processes of
their partners so that practices are consistent and aligned to account for
risks inherited from other members of that partner's cloud supply chain. | Do you review the risk management and governance processes of partners to account for risks inherited from other members of X
that partner's supply chain?
L2872 Policies and procedures shall toensure
review of s (e.8., SLAS) bet ders and
customers (tenants) across the relevant supply chain Are polici , and lemented, for maintaining
Reviews shall et e (€., SLAS) between providers and x
[Supply Chain Metrics and identify non-conformance to established agreements. The reviews
should resultin actions to address service-level conflicts or
S relationship Doyou Y 4 2dd .
STA073 can X
STA07.4
Doyoup reporting of your X
STA075 Do you make star security metrics (C5A, CAMIM, etc.) available to your tenants? X
STA076 0o you provi i ing visi porting of you X
Do vour and proced nd servic interests? X
Do you review all service level s at i X
[Supply chain Providers shall assure reasonable information security across their Doyou nformation supply chain eviow? R
information supply chain by performing an annual review. The review
shallinclude all partners/third party providers upon which their
information supply chain depends on.
Third Party your annual party v depends? X
asse:
Supply Chain p Do you ‘and audits of your third party pr agreed up: N
Management, i ity and | service romi i __
Transparency, and definitions, and delivery level agreements included in third-party © vou hay party and testson . X
[Threat and Policies and procedures shall be established, and supporting business | Do you loud servi i your IT R
[Vulnerability i etwork and
Management BRI < e onorgaizatonah-cwned or managed user it
LA LT devices (ie., » laptops, and 41T | boyou ensure that security threat detection fsts, or ipdated across all X
[software frastructure network and systems components. bed by industry
i policies and processes | Dovou indust X
BASGERRRl = ica measures implemntc,fortlydetecion of Dovou Inerability scans regularly as i X
TVM-02.3 Dovo i orescribed by indust X
[Vuinerability / Patch i o o e reset - N
\anagement - the results s
TVM-025 , penetration testing) iciency of Do vou to i u licat 2 X
LR T implemented security controls. Arisk-based mode or priortzing
identified
, or changes to internally | Do you inform customers (tenant) of policies and procedures and identiied if customer (tenant) data s used as part the, M
developed software. Upon request, the provider informs customer service andor customer (tenant) ponsibilty control?
(tenant) of policies and procedures and identified weaknesses especially if
customer (tenant) data s used aspart the service and/or customer
en: control.
TVM-03 (0 policies and i busin 1s mobile code authorized use, and checked, to ensure that the authorized mobile
to d oolicy?
R LUEEEE ] of unauthorized mobile code, defined as software transferred between
systems over a trusted or unfrusted network and executed on a ocal
execution by ipient, on \
managed user ices (e.g, issued
laptops, and mobile devices) and IT
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